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Abstract -- During last few years cloud computing has been emerging from the promising business idea to the one fastest growing part of 
the IT industry. It is an internet based technology and one of most exciting technology of the today’s world because of its scalability, 
flexibility and reduced cost. Cloud vendors provide services to the users on as needed basis Paas through Iaas, and SaaS. Data is stored 
remotely from the user’s location. Therefore security and privacy are the major issues which hampers the growth of cloud because the 
companies have lots of data which includes audio, videos, text and digital images. The large number of solutions and methodologies has 
been proposed so far to protect the sensitive data. In this research, an image segmentation method is proposed for secure image 
partitioning for cloud services by using Optical character reader (OCR) and Cloud Analyst. With this methodology sensitive data is 
extracted from the non-sensitive one and then storage of sensitive data on the private cloud for security purposes is the main concept of 
this research study. 

Index Terms— Authentication, Cloud Computing, Encryption, Migration, Optical Character Reader, Security, Segmentation  
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1 INTRODUCTION                                                                     
LOUD computing is one of the today’s most inspiring 
technology in IT field. Actually cloud computing is not a 
new technology; it is next stage evolution of the INTER-

NET. You have been using cloud from long period of time, 
internet associated with all standards and protocols which 
provides all the web services to you. It is the Internet based 
technology where user can share resources among different 
cloud service providers (CSP) and cloud vendors (CV). From 
computing power to Computing infrastructure, business pro-
cess to personal collaboration, applications all of it can be pro-
vided through the means of cloud. The set of hardware, net-
work, storage and interface enables the delivery of computing 
as a service in cloud. Cloud computing is also called UTILITY- 
COMPUTING because it offers infrastructure to the clients on 
a pay as you use model by griping on the internet technology. 
As this model is similar to the electricity billing or water bill-
ing system so it is called as utility-computing. Cloud is made 
up of two essential concepts:- 

1. Abstraction: Abstracting the system implementation 
details from uses and developers data locations are unknown, 
system administrations are outsourced to others and access by 
the users is ubiquitous. There is also no specification for the 
applications running on the physical systems. 
 

2. Virtualization: Virtualization is the main concept for 
cloud computing. It can be achieved through pooling and 
sharing resources. Cost is assessed through metered basis. 
Scalability, elasticity and multi-tenancy are also enabled. Pro-
visioning of system and resources from central infrastructure 
as needed. 

2 SERVICE MODELS 
2.1 Infrastructure as a service 
Infrastructure as a service (Iaas) is the delivery of storage, 
network, server and data centre space as a service. Iaas also 
provides operating system and virtualization technology to its 
clients for managing resources.  Currently, Amazon’s Elastic 
Compute cloud (Amazon EC2) is the most high profile Iaas 
operation. EC2 provides web interface that allows customers 
to access virtual machines. It offers scalability under user’s 
control 

2.2 Platform as a service 
Paas provides virtual machines, operating system, control 
structures, framework, and transactions. A cloud provider 
delivers more than infrastructure that provides everything a 
developer needs to build an application for both software de-
velopment and runtime. Paas in multi tenant and it supports 
all the web services standards and delivered services with dy-
namic scaling. The user is responsible for installing and man-
aging the applications that it is deploying. Google App En-
gine, force.com, AppJet are some of the examples of Paas. 

2.3 Software as a Service 
Saas is one of the first implementation of cloud service. It is 
the complete set of environment with application, operating 
system, management and user interface (UI). Application is 
provided to the user through browser or thin computing, its 
user responsibility to manage interface and data entries. CRM 
is one of most important category of Saas, the most prominent 
member in this category is salesforce.com. Google App, Win-
dow Azure, Oracle On demand are also the good examples of 
Saas. 
. 
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3   SECURITY IN CLOUD 
Security is the major concern for IT sector. Because of secret 
and confidential data in an organization which must be pro-
tected from third party or unauthorized attacks. Therefore 
security in cloud is the major consideration. Many levels of 
security are required in cloud environment. 
3.1 Identity and access management 
The features of IAM are authentication, authorization and au-
diting of the users accessing cloud services. There is trust 
boundary between organization which can be controlled and 
monitored for the applications deployed on the cloud. 

3.2 Access Control- 
 There is need of right level of access control for the resources 
in the cloud environment to protect the cloud for security 
purpose. 

3.3 Authorization and authentication- 
 There must be procedures and methodologies just like digital 
signature and encryption used in network security so that on-
ly right people can change the data or application.  

4 CLOUD DATA STORAGESECURITY ISSUES IN CLOUD 
The main problem cloud computing faces today is to preserve 
confidentiality and integrity of data.  Encryption is the best 
solution to resolve this kind of problems. Some of the security 
issues are described following: 
1. Trust- One of the main issue that cloud computing faces 
today is the trust between CSP and customers. This issue has 
received strong attention by companies. SLA is the only legal 
document which is the solution to resolve this problem which 
contains information of what providers is doing and willing to 
do. 
2. Confidentiality It is also the major issue. Since information 
is stored at the remote locations and every cloud user uses the 
shared storage. So it is necessary to prevent the improper dis-
closure of information. There are many ways to prevent confi-
dentiality but encryption is one of the main methods, however 
it also brings about its own issues. 
3. Authenticity (Integrity and Completeness)- Like confi-
dentiality, preventing integrity is also one of the main issue 
that needs to be handled which can only be done through en-
cryption. There would be many users having varying accessi-
bility rights. Some users have only rights to access the data but 
they might want to check the validation and completeness of 
results. One solution to this is to use digital signatures. But 
there is also a problem because not all users have access to 
supersets because they cannot verify the subset of data even if 
they are provided with digital signature. 
4. Encryption- Although encryption is one the best method 
which provides security in cloud but it also has some draw-
backs. It takes much more computational power and multi-
plied by many factors in database. A large amount of data is 
decrypted when query is run so it greatly affects the perfor-
mance of database. It takes lot of time and computational 
power for encryption and decryption of data. 
5. Key Management- Key management issue of major issue 
in cloud computing. In the traditional encryption techniques 

single is used for both encryption and decryption. But this 
might not be possible in case of complex problems. Customer 
must control and manage their key management systems be-
cause encryption keys cannot be stored on cloud. The simple 
systems to manage keys take the form of database which 
would also have secure database which is also a big problem. 
Now researchers developed a new method called two-level 
encryption which allows key management system to be stored 
on cloud that is somewhat efficient method. 
6. Multi-tenancy- Storage, services, network and computa-
tional resources are shared among cloud systems to achieve 
better utilization and decreased cost that is called multi-
tenancy. The confidentiality of data is hampered by sharing of 
resources. So it’s very difficult to control the flow of data be-
tween these applications and make this multi-tenancy model 
more insecure. Virtual machines attacks and shared resources 
are such of issues of multi-tenancy. If there is a malicious ap-
plication on one of it’s which virtual server that breaches legal 
barriers then service providers and other authorities blocking 
or shutting down the servers. 

5 CLOUD DATA STORAGE 
Cloud storage can be implemented in many ways like local 
data can be backed up to cloud storage or virtual disk can be 
synchronized with cloud and distributed to other computers. 
Unlike traditional storage of FILES and BLOCKS in NAS and 
SAN respectively, cloud computing uses OBJECT storage. 
Each object is assigned its unique object ID and removing cen-
tralized indexing by using metadata along with actual data. 
Performance and latency interface makes object storage more 
suitable for backup operations. Object storage is basically used 
to handle unstructured data. 

5.1 Key Features of Object Storage 
 

1. Unique Object ID – Each object stored on cloud is as-
signed a unique object Id makes no importance to know about 
physical location. 
2. Manage Unstructured Data- Metadata is also associated 
with the actual data which helps to manage any kind of data. 
Basically object storage in cloud is used to store unstructured 
data. 
3. Scalability- Flat address space provides high scalability. 
4. Accessibility-For Restful data and in-flight data object 
storage supports http and https. Web2.0 and cloud storage 
mandate data to be accessible over internet. 
5. Cost Management- Storing data in the suitable storage tier 
reduces the storage cost. 
6. Data Migration- with object ID migration of data becomes 
very easy in cloud.  

7 PROPOSED WORK 
In this research work we have gone through a lot many of pa-
pers and we have found that storage of data in cloud and its 
security is the major issue that the service providers face to-
day. Manual data entry is the major problem for Indian park-
ing vendors. For example, in many areas like traffic manage-
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ment and in parking lot, all the parking vendors used to do 
manual entries for all the cars entered into parking.  But this 
manual system is not efficient because it required a human 
being all the time to observe and note all the entries.  So, we 
are going to propose the AUTOMATED SYSTEM for data en-
try. 
 

 The Main steps involves in this process are: 
1. Image Capturing: Take the picture of the object like when 
we apply this system to the parking area it takes all the pic-
tures of the cars which enters into parking with the help of 
digital camera. 
2. Image Segmentation: In this step image can be segmented 
into two parts sensitive and non sensitive. Sensitive part con-
tains private data like License plate, Credit card numbers etc 
which is very essential for users whereas non-sensitive part is 
not so much essential for users using OCR. 
3. Image Distribution: Here we distribute the data among 

private and public cloud. This is the step which provides the 
security to  data because we will store the sensitive data to 
private cloud which totally control under the service provid-
ers and having token policy which generates token for author-
ized users and non-sensitive data to the public cloud. So there 
are no chances of data loss. Moreover there is no need to save 
whole image over private cloud it also reduces cost and space 
for storing it. 

 This method basically takes two approaches into considera-
tion: 

1. Data Storage 
2. Security 

• Data Storage: The parking vendors in India use the man-
ual system for data entries and store it into the cloud which is 
not an efficient method of storing. So we propose an automat-
ed system for data entries which automatically takes the im-
ages and stores it into the cloud only after image segmenta-
tion. The methodology   uses for this image segmentation pro-
cess is OCR and the tool is MATLAB. OCR (Optical Character 
Recognition) is a technology which is used to convert pdf or 
digital images into searchable or editable data [14]. Firstly 
OCR segments the license plate from the image of car and the 
extracts the characters from LP and then stores it into cloud. 
• Security: We combine security approach with data entry 
process for enhancing security to the stored data entries on 
cloud. The extracted LP characters are the sensitive data and 
the remaining image is the non-sensitive part. So we stored LP 
characters on the private cloud for security purpose and re-
maining part of image on the public cloud. In the private part 
we use token generating approach. A token will be generated 
for each authorized users which can access the private cloud 
and can view his/her license plates stored on the cloud.   
 
 
 
 

 
 

 

 
 

 

 
 

 
 
Fig1: Image Segmetatio usig OCR 

8 CONCLUSION 
In this paper, we shows that security and privacy is the main 
issue in cloud computing. Companies have to keep in mind 
before outsourcing services into cloud. Digital images contain 
sensitive data like credit card numbers and license plate so we 
must protect this sensitive data from public disclosure. In our 
novel approach, we present a secure image partitioning meth-
od for cloud computing which will store sensitive data on pri-
vate cloud and rest of non-sensitive part on public cloud. We 
will give access to private cloud with the help of token only to 
the authorized users and public part will be accessible to any-
one. 
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